Property.-Risk Engineering Insight

Insight: Business Continuity Plan Testing

Introduction

e A Business Continuity Plan (BCP) must be tested and updated on a regular basis to ensure business relevance
and effectiveness in the event of a disaster. To be successful, BCP testing requires careful planning including the
following considerations:

o What are the BCP test objectives — what is expected to be learned from the exercises?

e What type of testing to be undertaken (i.e. see below)?

o Who are the required test participants (i.e. whole/part of crisis management team, which departments, etc.)?
o Which part of the BCP should be tested (i.e. which are the highest perceived stress points to exercise)?

o Who will oversee, evaluate, and facilitate the testing?

e How will the current BCP plan be updated to correct any weaknesses identified from the testing?

e ltis essential that each BCP be fully tested at least annually?

Types of Tests

There are various methods of testing and exercise protocols that are practiced in the corporate world and some government
environments. Each testing approach has its pros and cons. And each is intended to test a different approach to business
continuity problems and restorative responses. These include:

Plan Review - This is similar to a plan audit, where the team will work through all components of the plan to determine if
any elements are missing or inconsistent. This is beneficial in training new team members but does not go far enough to
adequately test the plan.

Simple / Basic - A simple test includes testing the activation of the staff call tree, checking of suppliers/customers details
and other contacts, etc. This ensures all relevant details are kept updated. While this is a practical test it is limited in its
extent to fully test a plan implementation.

Desktop - In this instance all members of the crisis management team or BCP committee, etc. gather in a single location
or virtual platform to work through set scenarios to test written plans in a stress-free environment. Scenarios are posed to
the team with specific time frames and parameters which the team follows through using the plans documented actions.
This type of test enables a company to document any errors or inconsistencies as well as determine if team members know
their duties and if increased training is warranted.

Simulation - This is the closest test to full plan implementation. It will most accurately assist in determining if the procedures
and resources work. With this test, a scenario will be provided, and the team and the plan will be run through with the actual
(not simulated) resources established in the BCP- for example, separate disaster recovery sites, alternative equipment, and
services from a third party/buddy’ sites. It can also involve sending teams to other locations to set-up and reestablish
technology (i.e. full regeneration of IT data back-ups) or business functions (lab testing in an alternative location, etc.).

This method enables identification of any staff concerns with regard to their role/nature of their role, missing or insufficient
resources, and critical errors or omissions.
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Priorities

It is important to keep the scenarios plausible and relevant. Parameters and time frames (for example, action which would
be taken in the first 4 hours, 24 hours, week, etc.) should be set. Small scale issues will be just as useful when testing the
plan as large-scale disasters.

As the primary purpose of testing is to identify the effectiveness and possible limitations of the plan, the most important
element of the plan test is the debrief. At this stage the group and the facilitator should discuss what worked well, what was
missing and any participant concerns. The plan should be updated to reflect these findings.

Selecting the Exercise Type

You will need to decide the type of exercise that would best meet your objectives. The availability of resources is typically
a major bearing on how a plan exercise is completed. As with most things, the more complex an exercise is, the more it will
cost to run and the longer it will take to plan and deliver. And the more critical the facility, the more consideration should be
given to the extent of testing completed.

Test Facilitator

The test facilitator is a critical role in the BCP test. They must be familiar with the BCP being tested and ideally be
independent of both the BCP developers and standing team members. The facilitator coordinates the test's execution
scenario and provides spontaneous feedback as the testing is completed to help plan execution throughout the test scope.
The facilitator is also in charge of all test elements, provides oversight to the process, and is the final arbiter.

The Test Debriefing

The after-action review and debriefing is critical. If a review and actions from test lessons learned are not taken, the expense
and time of this exercise was wasted. The purpose of the debriefing is to:

e Review and evaluate the test

e Provide feedback to management and coordinators

e Review lessons learned from the test

e Obtain feedback from all participants on what worked and what didn’t work

As part of the debrief, three key questions must be asked: Was the test adequate in scope? What worked well with the
BCP? What did not work well with the BCP?

The Test Debriefing

e Top level support and involvement

e Realistic test scenario’s

e Clear introduction and instructions

e Detailed participant feedback at debriefing
e Action taken on debriefing findings

For more information, contact your local AlG Risk Engineer.
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The information, suggestions and recommendations contained herein are for general informational purposes only. This information has been compiled
from sources believed to be reliable. Risk Consulting Services do not address every possible loss potential, law, rule, regulation, practice or procedure. No
warranty, guarantee, or representation, either expressed or implied, is made as to the correctness or sufficiency of any such service. Reliance upon, or
compliance with, any recommendation in no way guarantees any result, including without limitation the fulfillment of your obligations under your insurance
policy or as may otherwise be required by any laws, rules or regulations. No responsibility is assumed for the discovery and/or elimination of any hazards
that could cause accidents, injury or damage. The information contained herein should not be construed as financial, accounting, tax or legal advice and
does not create an attorney-client relationship.

This document is not intended to replace any recommendations from your equipment manufacturers. If you are unsure about any particular testing or
maintenance procedure, please contact the manufacturer or your equipment service representative.

American International Group, Inc. (AlG) is a leading global insurance organization. AIG member companies provide a wide range of property casualty
insurance, life insurance, retirement solutions and other financial services to customers in approximately 70 countries and jurisdictions. These diverse
offerings include products and services that help businesses and individuals protect their assets, manage risks and provide for retirement security. AIG
common stock is listed on the New York Stock Exchange.

Additional information about AlG can be found at www.aig.com | YouTube: www.youtube.com/aig | Twitter: @AlGinsurance www.twitter.com/AlGinsurance
| LinkedIn: www.linkedin.com/company/aig. These references with additional information about AIG have been provided as a convenience, and the
information contained on such websites is not incorporated by reference herein.

AIG is the marketing name for the worldwide property-casualty, life and retirement and general insurance operations of American International Group, Inc.
For additional information, please visit our website at www.aig.com. All products and services are written or provided by subsidiaries or affiliates of
American International Group, Inc. Products or services may not be available in all countries and jurisdictions, and coverage is subject to underwriting
requirements and actual policy language. Non-insurance products and services may be provided by independent third parties. Certain property-casualty
coverages may be provided by a surplus lines insurer. Surplus lines insurers do not generally participate in state guaranty funds, and insureds are therefore
not protected by such funds.

Copyright © American International Group, Inc. All rights reserved.

30of3



	Insight: Business Continuity Plan Testing
	Introduction
	Types of Tests
	Priorities
	Selecting the Exercise Type
	Test Facilitator
	The Test Debriefing
	The Test Debriefing


